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Course Highlights 

Exam Information 

Exam Name

No. Of Questions 125 Questions 20 Questions 

CEHv13 Theory ( MCQ ) CEHv13 Practical Exam
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Exam Format MCQ Questions iLabs Cyber Range 

Exam Duration 4 Hour 6 Hour 
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About Course 

The CEHv13 Program Immerses You In Real-world Ethical Hacking
Through The Dynamic Ceh Practice Environment. With Ceh Engage,
You’ll Sharpen Your Skills And Prove You Have What It Takes To Thrive
As An Ethical Hacker.

New To CEH V13, Learners Will Embark On Their First Emulated Ethical
Hacking Engagement. This Four-phase Engagement Requires Students
To Think Critically And Test The Knowledge And Skills Gained By
Capturing A Series Of Flags In Each Phase. It Demonstrates The Live
Application Of Skills And Abilities In A Consequence-free Environment
Through Ec-council’s New “Cyber Range.”

As You Complete Your Training And Labs, CEH Engage Empowers You
To Put Theory Into Practice Through A Mock Hacking Engagement.
You’ll Navigate A Real-world, Four-part Engagement, Targeting An
Emulated Organization. Using A Capture-the-flag Format, You’ll
Progress By Answering Critical “Flag” Questions, Gaining Hands-on
Experience In A Full-scale Ethical Hacking Operation.  
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Our Happy Learners 

+91 8448046612 www.cyberdefentech.com D-12/ 77,78, 2nd Floor, Sector-08,
Rohini East, Delhi - 110085



Course Outline 

 Learn The Fundamentals And Key Issues In Information Security,
 Including The Basics Of Ethical Hacking, Information Security
 Controls, Relevant Laws, And Standard Procedures.

 Learn How To Use The Latest Techniques And Tools For
 Footprinting And Reconnaissance, A Critical Pre-attack
 Phase Of Ethical Hacking

Module 02:   Footprinting And Reconnaissance

Module 03:   Scanning Networks

 Learn Different Network Scanning Techniques And
 Countermeasures.

 Module 04:   Enumeration

 Learn Various Enumeration Techniques, Including Border
 Gateway Protocol (Bgp) And Network File Sharing (Nfs)
 Exploits And Associated Countermeasures.

 Module 01:   Introduction To The Ethical Hacking
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Learn How To Identify Security Loopholes In A Targetorganization’s
Network, Communication Infrastructure,and End Systems. Different
Typesof Vulnerability Assessmentand Vulnerability Assessment
Tools Are Also Included.

 Module 05  :   Vulnerability Analysis

Module 06:   System Hacking

Module 07:   Malware Threats

 Learn About Packet Sniffing Techniques And Their Uses For
 Discovering Network Vulnerabilities, Plus Countermeasures
 To Defend Against Sniffing Attacks..

 Module 08:   Sniffing

Learn About The Various System Hacking Methodologies Used To
DiscoverSystem And Network Vulnerabilities, Including
Steganography Steganalysis Attacks, And How To Cover Tracks.

 Learn About Different Types Of Malware (Trojan, Viruses,
 Worms, Etc.), Apt And Fileless Malware, Malware Analysis
 Procedures, And Malware Countermeasures.
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Learn Social Engineering Concepts And Techniques,including
How To Identify Theft Attempts, Audit Humanlevel Vulnerabilities,
And Suggest Social Engineering Countermeasures.

 Module 09:    Social Engineering

Module 10:   Denial-of-service

Module 11:   Session Hijacking

Learn About Firewalls, Intrusion Detection Systems (Ids),And
Honeypot Evasion Techniques; The Tools Used ToAudit A
Network Perimeter For Weaknesses; And Countermeasures.

 Module 12:   Evading Ids, Firewalls, And Honeypots

Learn About Different Denial Of Service (Dos) And Distributed Dos
(Ddos) Attack Techniques, Plus The Toolsused To Audit A Target And
Devise Dos And Ddo Countermeasures And Protections. 

Learn The Various Session-hijacking Techniques Used To Discover
Network-level Session Management, Authentication, Authorization,
And Cryptographic Weaknesses And Associated Countermeasures.

+91 8448046612 www.cyberdefentech.com D-12/ 77,78, 2nd Floor, Sector-08,
Rohini East, Delhi - 110085



Learn About Web Server Attacks, Including A Comprehensive
Attack Methodology Used To AuditVulnerabilities In Web Server
Infrastructures And Countermeasures.

 Learn About Different Types Of Encryption, Threats, Hacking
 Methodologies, Hacking Tools, Security Tools, And
 Countermeasures For Wireless Networks. 

Module 16:   Hacking Wireless Networks

Learn About Web Application Attacks, Including
AComprehensive Hacking Methodology For Auditing
Vulnerabilities In Web Applications And Countermeasures.. 

 Learn About Sql Injection Attack Techniques, Evasion
 Techniques, And Sql Injection Countermeasures.

Module 13:   Hacking Web Servers

Module 14:   Hacking Web Applications

Module 15:   Sql Injection
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 Learn Mobile Platform Attack Vectors, Android And Ios Hacking,
 Mobile Device Management, Mobile Security Guidelines, And
 Security Tools.

 Learn about encryption algorithms, cryptography tools, Public
 Key Infrastructure (PKI), email encryption, disk encryption,
 cryptography attacks, and cryptanalysis tools. 

Module 20:   Cryptography

 Learn Different Types Of Internet Of Things (IoT) And Operational
 Technology (OT) Attacks, Hacking Methodologies, Hacking Tools,
 And Countermeasures. 

Learn Different Cloud Computing Concepts, Such As Container
Technologies And Serverless Computing, Various Cloud Computing
Threats, Attacks, Hacking Methodologies, And Cloudsecurity
Techniques And Tools.

Module 17:   Hacking Mobile Platforms

Module 18:   Iot Hacking

Module 19:   Cloud Computing
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Unlocking Security With
Cutting-edge Tool Kit



Why Choose Us?

Contact Us

+91 8448046612

www.cyberdefentech.com

D-12/ 77,78, 2nd Floor, Sector-08,
Rohini East, Delhi - 110085

1. Online & Offline Lectures 
2. Language :  English & Hindi 
3. Official Book Of Ec-council
4. Corporate Trainings 
5. Certified Instructors 
6. Live Interactive Classes 
7. Access To Recorded Sessions
8. Ec-council's Authorized Training Partner

We provide the best CEH training in india with expertinstructors,
official Ec-Council certification, andgovernment-recognized training.
our courses include flexible online and offline options, personal
guidance, and special corporate programs to build real-world
cybersecurity skills. join us to start your journey withthe best 
support and practical knowledge!        

Payment Options


